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Introduction 
 
In January 2015, NERC partnered with TalentQuest to conduct an ERO Enterprise Effectiveness survey through an 
online methodology. The survey measured perceptions regarding policies, practices, and effectiveness of NERC 
and the Regional Entities. The survey was comprised of 73 rated items in the topic areas of Core Values of the ERO 
Enterprise, Reliability Standards Development, Compliance Monitoring and Enforcement, Organizational 
Registration and Certification, Personnel Certification, Reliability Assessment and Performance Analysis, Training 
and Education, Situation Awareness and Infrastructure Security, Annual Business Plan and Budget Development, 
and Stakeholder Communications and Public Relations. 
 
In an effort to consolidate the number of surveys issued to registered entities, twenty of the 73 survey items were 
taken from the previously administered Compliance and Certification Committee (CCC) survey, conducted in 2011, 
2012, and 2013. This report focuses exclusively on these twenty CCC questions.  The Topic Areas evaluated include 
the following: 

• Compliance Monitoring 

• Enforcement Actions 

• Organization Registration 

• Organization Certification 
 
The survey was issued to 1,112 primary compliance contacts (PCC), Member Representative Committee members, 
and trade association and forum representatives. In previous CCC surveys, PCCs were only allowed to submit one 
survey. In the 2014 ERO Enterprise Effectiveness Survey, recipients had the option to respond with a single survey 
on behalf of all NERC Compliance Registry (NCR) numbers they represent or separate surveys for each NCR number 
they represent. For the CCC analysis to be consistent with previous CCC survey respondents, only individual PCC 
responses were used. There were 250 individual PCC responses collected, representing 441 NCR numbers.1 
 
The survey items were evaluated via a five-point, agreement-based rating scale (“Strongly Disagree” to “Strongly 
Agree”). Respondents were asked to evaluate NERC and the Regions separately on the four overlapping Topic 
Areas (Compliance Monitoring, Enforcement Actions, Organization Registration, and Organization Certification). 
Qualitative data was gathered at the Topic Area level and through three open-ended questions. The qualitative 
data was interpreted through a thematic analysis to quantify open-ended perceptions. In addition to Regional 
topic and item analyses, the survey reported item favorability (item response distribution), and year-over-year 
trend analyses.  
 

 

1 Three out of the 250 individuals did not supply an NCR number. 
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Survey Composition and Response Rates/Demographics 
 
Rating Scale 

1 – Strongly Disagree  

2 – Disagree 

3 – Neither Disagree nor Agree  

4 – Agree 

5 – Strongly Agree 
 
Survey Items – CCC Subset 
Compliance Monitoring [NERC, Regions evaluated separately] 

1. Our most recent audit process (including pre- and post- audit activities) was conducted in a timely manner. 

2. The audit team conducts themselves in a professional and credible manner. 

3. The audit team is prepared and organized to conduct the audit process. 

4. The audit team adheres to established rules and processes. 

5. The spot check process is well-defined, organized and timely. 

6. The self-reporting process is well-defined, organized and timely. 

7. The self-certification process is well defined, organized and timely. 
 
Enforcement Actions [NERC, Regions evaluated separately] 

8. The audit report identifies clear, definitive, and actionable items to address. 

9. All communication of violations clearly and specifically describe the manner in which a requirement was 
violated. 

10. All communication of violations clearly and specifically describe the risk of the Potential Violation both 
actual and potential. 

11. The mitigation plan submission and approval process is efficient and effective. 

12. The   settlement   process   is   transparent,   consistently   applied,   and   clearly communicated. 

13. The penalty process and penalties are transparent, consistently applied, and clearly communicated. 
 
Organization Registration [NERC, Regions evaluated separately] 

14. The registration process and definitions are clear and minimize overlaps and gaps in registration. 

15. The Organization Registration process is well-defined and efficient. 

16. The rules for assigning registered functions to entities are clear and accurately applied. 

17. The Joint Registration Organization and Coordinated Functional Registration (JRO/CFR) process is clear 
and consistently implemented. 

18. Inquiries  about  the  registration  process  are  responded  to  in  a  timely  and effective manner. 

19. There is a timely and effective response during the Registry Appeals Process.  
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Survey Composition and Response Rates/Demographics 
 

 
 
Organization Certification [NERC, Regions evaluated separately] 

20. Organization Certification rules and procedures are clear and consistent. 

 
Response Rate & Demographics 
There were 250 individual PCC survey respondents (23.3% response rate) accounting for 349 Regional data 
points. PCCs representing entities in multiple Regions completed the survey for each applicable Region resulting 
in more Regional data points than individual respondents. The number of respondents decreased by 102 from 
2013 resulting in a 6% decrease in response rate. 
 
Regional Responses 
Regional responses were measured as a percentage of the entire respondent sample. Individual Regional response 
rates ranged from 6.4% to 26.4%. 
 

Table 1:  Regional Responses 

Region Respondents % of Sample 

WECC 66 26.4% 

RFC 61 24.4% 
SERC 60 24.0% 

MRO 39 15.6% 
NPCC 38 15.2% 

TRE 37 14.8% 
SPP 32 12.8% 

FRCC 16 6.4% 
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Summary of Survey Responses  
 
Topic Area Analyses 
The first level of analysis was conducted at the Topic Area level and considered all survey responses in aggregate 
(NERC and Regions combined). Compliance Monitoring was the highest- rating Topic Area among PCC respondents 
(mean = 4.15), with all 5 of the survey’s highest-rated items emerging from Compliance Monitoring. 
 

 
Figure 1:  Topic Area Means 
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Summary of Survey Responses 
 

Highest and Lowest-rated Items 
All five of the survey’s highest-rated items were in the Compliance Monitoring Topic Area with means of 4.11 and 
above. The lowest-rated item means ranged from 3.36 to 3.54 and were distributed across Topic Areas of 
Organization Registration and Enforcement Actions. Please note that the CCC survey item subset averages do not 
fall below 3.36. 
 

 
Figure 2:  Highest Rated Items 

 
 
 

 
Figure 3:  Lowest Rated Items 
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Summary of Survey Responses 
 

 
Topic Area Analyses 
The following analyses depict differences across the individual Regions, the combined Regions, and NERC. T-tests 
and ANOVA were used to identify statistically significant differences. 
 
In this analysis, the calculated, “Overall Average” of all items (the 20 items contained in these Topic Areas), 
identified a slight difference between NERC (3.83) and the Regions (3.89). Individual Region Overall means ranged 
from 3.71 to 4.10. 
 
Topic Area analyses reflected little variation between the Regions (combined) and NERC, with differences ranging 
only from .0 to .15. Although the FRCC consistently received higher ratings across Topic Areas, means between 
Regions varied both in the ranking order of Regions across Topic Areas, and in within-Topic differences (ranging 
up to .55). 
 
Between the Regions, a .41 difference exists between the highest mean (4.10, FRCC) and the lowest mean (3.71, 
WECC), with statistically significant differences found between WECC and FRCC (p <.05).  
 The first level of analysis was conducted at the Topic Area level and considered all survey responses in aggregate 
(NERC and Regions combined). Compliance Monitoring was the highest- rating Topic Area among PCC respondents 
(mean = 4.15), with all 5 of the survey’s highest-rated items emerging from Compliance Monitoring. 
 

 
Figure 4:  Overall Averages 
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Summary of Survey Responses 
 

 
Individual Region averages for Compliance Monitoring ranged from 4.01 (SPP and TRE) to 4.29 (NPCC) with 
significant differences found between SPP and NPCC, and TRE and NPCC (p <.05). 
 

 
Figure 5:  Compliance Monitoring 
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Summary of Survey Responses 
 

Individual Region averages for Enforcement Actions ranged from 3.59 (WECC) to 4.08 (FRCC) with significant 
differences found between WECC and FRCC, and MRO and FRCC (p<.05). 
 

 
Figure 6:  Enforcement Actions 
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Summary of Survey Responses 
 

Individual Region averages for Organization Registration ranged from 3.40 (WECC) to 3.95 (FRCC) with significant 
differences found between WECC and FRCC, WECC and NPCC, TRE and FRCC, SERC and FRCC, and SPP and FRCC 
(p <.05). 
 

 
Figure 7:  Organization Registration  
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Summary of Survey Responses 
 

Individual Region averages for Organization Certification ranged from 3.45 (TRE) to 4.00 (FRCC) with significant 
differences found between TRE and FRCC, TRE and RFC, and MRO and FRCC (p <.05). 
 

 
Figure 8:  Organization Certification 
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Summary of Survey Responses 
 

Favorability Analyses 
Favorability analysis allowed for additional insight into the strength of stakeholder perception through 
examination of the rating distribution. Responses across all Regions and NERC were re- coded as “Unfavorable” 
(rating of 1 – Strongly Disagree or 2 – Disagree), “Neutral” (rating of 3 – Neither Disagree Nor Agree), and 
“Favorable” (rating of 4 – Agree or 5 – Strongly Agree). Rank ordering of all items by those “Most Favorable”, and 
by those “Least Favorable”, highlighted items for further interpretation. 
 
Across all Regions, the five items with the greatest number of favorable ratings (ranging from 82-84%) were in the 
Compliance Monitoring Topic Area. Conversely, the five items with the greatest number of unfavorable ratings 
(ranging from 7-10%) were in the Topic Areas of Enforcement Actions and Organization Registration. 
 

 
Figure 9:  Most Favorable 
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Summary of Survey Responses 
 

 
Figure 10:  Least Favorable 
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Summary of Survey Responses 
 

Regional Favorability Analysis 
For the five least favorable items, a Region breakdown (where applicable) identified further variation. Figure 11 
includes responses to the following statement: The registration process and definitions are clear and minimize 
overlaps and gaps in registration. 
 
For this item, Regional comparisons identify WECC’s 20% unfavorable percentage as the highest and NPCC’s and 
FRCC’s 0% as the lowest. Average overall unfavorable percentage is 10%. 
 

 
Figure 11:  Regional Favorability Analysis 
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Summary of Survey Responses 
 

Figure 12 includes responses to the following statement: The Organization Registration process is well-defined and 
efficient. 
 
For this item, Regional comparisons identify WECC’s 12% unfavorable percentage as the highest and FRCC’s 0% as 
the lowest. Average overall unfavorable percentage is 8%. 
 
 

 
Figure 12:  Regional Favorability Analysis 
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Summary of Survey Responses 
 

Figure 13 includes responses to the following statement: The mitigation plan submission and approval process is 
efficient and effective. 
 
For this item, Regional comparisons identify WECC’s 23% unfavorable percentage as the highest and TRE’s 3% as 
the lowest. Average overall unfavorable percentage is 10%. 
 

 
Figure 13:  Regional Favorability Analysis 
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Summary of Survey Responses 
 

Figure 14 includes responses to the following statement: The rules for assigning registered function to entities are 
clear and accurately applied. 
 
For this item, regional comparisons identify NERC’s, MRO’S, and SERC’s 9% unfavorable percentage as the highest 
and RFC’s and NPCC’s 0% as the lowest. Average overall unfavorable percentage is 7%. 
 

 
Figure 14:  Regional Favorability Analysis 
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Summary of Survey Responses 
 

Figure 15 includes responses to the following statement: the penalty process and penalties are transparent, 
consistently applied, and clearly communicated. 
 
For this item, Regional comparisons identify WECC’s 19% unfavorable percentage as the highest and FRCC’s and 
TRE’s 0% as the lowest. Average overall unfavorable percentage is 8%. 
 

 
Figure 15:  Regional Favorability Analysis 
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Summary of Survey Responses 
 

Year-over-year Analyses 
New rating scale descriptors and extensive survey item updates have previously constrained year-over-year (YOY) 
analyses. However, we were able to map (Figure 16) the survey items from the 2013 CCC survey exactly to the 
subset of 20 items contained within this year’s ERO Effectiveness Survey. 
 

 
Figure 16:  Response Demographics - Region 
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Summary of Survey Responses 
 

Overall Averages by Topic Area 
Consistent with 2013, Compliance Monitoring remains the highest rated Topic Area (4.15), increasing by .05. Of 
the four comparable Topic Areas, Organization Registration is ranked last (3.52) and was rated very similarly in 
2013 (3.51). YOY analysis  (Figure 17) did not yield any statistically significant differences between topic areas 
(p>.05).  
 

 
Figure 17:  Overall Averages by Topic Area 

 
 
In Figure 18, YOY analysis did not yield a statistically significant difference in the area of Compliance Monitoring 
(p<.05) 

 
Figure 18:  Compliance Monitoring 
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Summary of Survey Responses 
 

In Figure 19, YOY analysis did not yield a statistically significant difference in the area of Enforcement Actions 
(p<.05) 

 
Figure 19: Enforcement Actions 

 
 
 
In Figure 20, YOY analysis did not yield a statistically significant difference in the area of Organization Registration 
(p<.05) 

 
Figure 20:  Organization Registration 
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Summary of Survey Responses 
 

In Figure 21, YOY analysis did not yield a statistically significant difference in the area of Organization Certification 
(p<.05) 
 

 
Figure 21:  Organization Certification 
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Summary of Survey Responses 
 

Overall Averages by Region 
At the Regional level, 6 of the 8 Regions (FRCC, MRO, NPCC, SERC, SPP, and WECC) averaged higher ratings overall 
as compared to 2013 with differences ranging from .04 to .37 as shown in Figure 22. NERC and the overall Regional 
averages remain consistent, reflecting only a slight increase of 0.09 for NERC and 0.14 for the Regional Entities 
when compared to 2013 ratings. Comparison for Compliance Monitoring, Enforcement Actions, Organization 
Registration, and Organization Certification are shown in Figures 23, 24, 25, and 26, respectively. For the figures 
below, a statistically significant difference (p<.05) is noted by an asterisk(s)*.  
 
The FRCC Region shows a statistically significant difference in the year-over-year overall response averages 
(p<.05).  
 

 
Figure 22:  Overall Averages by Region 
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Summary of Survey Responses 
 

 
Figure 23:  Compliance Monitoring 

 
 
 
 

 
Figure 24:  Enforcement Actions 
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Summary of Survey Responses 
 

 

 
Figure 25:  Organization Registration 

 
 
 
 

 
Figure 26:  Organization Certification 
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Comment Themes Analysis  
 
In the 2014 survey, open-ended responses were reviewed by the CCC and categorized by theme. The CCC then 
summarized these comments with recommendations for action based primarily on the wide range of stakeholder 
input. The Compliance Monitoring themes below combine responses to both questions traditionally included in 
past CCC surveys and the additional survey items listed in Appendix A. 
 
Compliance Monitoring 
 
Consistency 
There needs to be consistency across NERC and the Regional Entities on how risk-based compliance (Inherent Risk 
Assessment and the Internal Controls Evaluation) is implemented. Commenters indicated that there appear to be 
no common tools, processes or templates related to risk-based compliance being used by the Regional Entities. 
 
CCC Recommendation: NERC should implement the risk-based Compliance Monitoring and Enforcement Program 
to ensure consistent application across the regions. NERC’s new Regional Consistency Reporting Tool may provide 
some useful insights into areas that might need specific attention. Additionally, NERC should consider developing 
Internal Controls Evaluation templates that all Regional Entities should use. 
 
Internal Controls 
Some registered entities commented that they would like to have practical implementation tools to better prepare 
for this new approach. For example, a library of internal controls maintained by either NERC or the Regional Entities 
would be very helpful to registered entities when they are designing their own control systems. This library of 
internal controls would also ensure consistency in the evaluation of internal controls by compliance enforcement 
staff. 
 
CCC Recommendation: Although the CCC understands the concern, the CCC would not support NERC developing 
implementation tools or libraries of controls for registered entities. However, NERC should work with the CCC to 
determine methods to facilitate the sharing of practices, such as establishing a platform for registered entities to share 
tools and controls.  
 
Positive Recognition 
The risk-based compliance approach represents a significant improvement in the overall Compliance Monitoring and 
Enforcement Program. 
 
CCC Recommendation: None. 
 
Post-Audit and Self-Report 
Processes are much too slow. 
 
CCC Recommendation: NERC should work with the Regional Entities to focus on metrics for post-audit and self-
report processes to significantly reduce the “wrap-up” time after completion of auditor activities or initial self-
reports. 
 
Preparedness and Communication 
Preparedness and communication from audit team members is poor. These comments were mainly related to 
certification audits. However, many other comments contradicted this, indicating auditors were well-prepared and 
professional. 
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Comment Themes Analysis 
 

CCC Recommendation: NERC should encourage Regional Entities to promote preparation and common 
communication practices for audit team members. 
 
Enforcement 
 
Mitigation, Settlement, and Penalties 
Mitigation reporting and administration efforts, although effective, are time consuming, inefficient and costly. 
Mitigation plan approval is not timely. 
 
Settlement processes are not transparent and sometimes ambiguous. It seems that the Regional Entity always starts 
out by identifying a high dollar number of what the Regional Entity could assess in order to get the registered entity 
to settle early. There seems to be implementation variances between the regions. 
 
Penalties are not transparent and consistent. When violations are bundled together, it is not possible to determine 
how much of a dollar amount each of the violations has been assessed individually. It does not appear that self-
reporting is very beneficial to penalty calculations. 
 
CCC Recommendation: NERC should ensure risk-based Compliance Monitoring and Enforcement Program activities 
are used in a manner that can help improve the mitigation, settlement and penalty processes. 
 
Audits and Spot Checks 
Overall the Regional Entities are doing a good job as evidenced by the high rating for audit team preparedness, but 
some commenters identified several instances where the teams were ill-prepared and not timely managing the pre- 
or post-audit activities. Differences in preparedness, organization, timeliness and general professionalism have 
been experienced by some who are in multiple regions. There are still some individual registered entities that 
believe the Audit and Spot Check processes can be improved. 
 
CCC Recommendation: Although audit team preparedness was one of the highest rated items, the comments did 
show some differences in levels of audit preparedness. NERC should have the regional auditors continue their 
training (hopefully which has been reviewed by NERC for consistency). NERC and the Regional Entities also should 
not start an Audit or Spot Check until the event has been planned and can be fully staffed by qualified personnel. 
 
Organization Certification and Registration 
 
Regional Inconsistency 
Regional inconsistency is still perceived as an issue, mainly in the area of registration. 
 
CCC Recommendation: NERC should ensure consistent application of Risk-based Registration across all regions. 
NERC’s new Regional Consistency Reporting Tool should provide some useful insights into areas that might need 
specific attention. 
  
Registration 
Several comments noted confusion between de-activation and de-registration and on registration of new 
generation facilities. 
 
CCC Recommendation: NERC should consider issuing guidance on de-activation vs. de-registration and on the 
questions raised regarding when a new generation facility should be registered. 
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Comment Themes Analysis 
 

JRO/CFR 
JRO/CFR requirements are not well understood and seem to vary across regions. 
 
CCC Recommendation: NERC should work with the CCC and, specifically, the Organization Registration and 
Certification Subcommittee to evaluate the current regional processes and formats for CFR, JRO, and other 
agreements and identify potential opportunities to improve these processes and enhance consistency across 
regions. 
 
Planning Functions 
Planning Authority, Planning Coordinator, and Transmission Planner functions are not consistently understood and 
implemented across regions. Although comments suggested this is primarily a WECC issue, there may be some 
inconsistencies across regions on this. 
 
CCC Recommendation: NERC should directly follow-up with WECC on this issue to determine if additional guidance 
is required. NERC should work with the CCC and, specifically, the Organization Registration and Certification 
Subcommittee to review the registrations in other regions to evaluate consistency and address with additional 
guidance if required. 
 
 
 
  

NERC | Compliance and Certification Committee Report on the ERO Enterprise Effectiveness Survey | September 2015 
26 



 

2014 Conclusions and Recommendations  
 
Conclusion 
The 2014 Stakeholder Perception Survey and comments generally illustrated positive trends in evaluations, 
indicating industry’s view of continued enhancements to ERO Effectiveness. Consistent with the 2013 results, 
Compliance Monitoring remains the highest rated Topic Area (4.15), increasing by .05. Of the four comparable 
Topic Areas, Organization Registration is ranked last (3.52) and was rated very similarly in 2013 (3.51). Year-Over-
Year analysis did not yield any statistically significant differences between topic areas, however the trend was 
positive in all areas except Organization Registration. A question regarding the improvement in reliability compared 
with the resources expended was not included in this survey. Thus, no Year-Over-Year analysis could be performed 
on this topic. 
 
Industry feedback of strengths included: 

- Very positive comments on the new risk-based Compliance Monitoring and Enforcement Program 
- Generally positive comments on actual conduct of audits 
- Rules change on Registration criteria is being well received 
- Deactivation of entities is appropriate and appreciated  

 
Industry feedback for improvement included the themes: 

- Entities need help in implementing risk-based Compliance Monitoring and Enforcement Program 
  (templates, lists of controls etc.) 
- Post-audit Processes take too long 
- Consistency across regions is still perceived as an issue 

 
2014 Recommendations  
The following list of recommendations is a compilation of recommendations from the comments analysis and the 
statistical analysis of the questions. The CCC recommends that NERC should: 

1. Work with the CCC to determine methods to facilitate the sharing of risk-based compliance practices, such 
as establishing a platform for registered entities to share tools and controls. 

2. Consider developing Internal Controls Evaluation templates that all Regional Entities should use. 

3. Work with the Regional Entities to focus on metrics for post-audit and self-report processes to significantly 
reduce the “wrap-up” time after completion of auditor activities or initial self-reports. 

4. Encourage Regional Entities to promote preparation and common communication practices for audit 
team members. 

5. Ensure risk-based Compliance Monitoring and Enforcement Program activities are used in a manner that 
can help improve the mitigation, settlement and penalty processes. 

6. Implement the risk-based Compliance Monitoring and Enforcement Program to ensure consistent 
application across the regions. Have the regional auditors continue their training. 

7. Ensure Regional Entities do not start an Audit or Spot Check until the event has been planned and can be 
fully staffed by qualified personnel. 

8. Ensure consistent application of Risk-based Registration across all regions. 

9. Work with the CCC and, specifically, the Organization Registration and Certification Subcommittee to 
evaluate the current regional processes and formats for CFR, JRO, and other agreements and identify 
potential opportunities to improve these processes and enhance consistency across regions. 

NERC | Compliance and Certification Committee Report on the ERO Enterprise Effectiveness Survey | September 2015 
27 



2014 Conclusions and Recommendations 
 

10. Consider issuing guidance on de-activation vs. de-registration and on the questions raised regarding when 
a new generation facility should be registered. 

11. Directly follow-up with WECC on whether the Planning Authority, Planning Coordinator, and Transmission 
Planner functions are understood to determine if additional guidance is required. NERC should work with 
the CCC and, specifically, the Organization Registration and Certification Subcommittee to review the 
registrations in other regions to evaluate consistency and address with additional guidance if required. 

 
The CCC thanks the industry for their participation and the feedback provided in the survey. The CCC also wants 
to recognize NERC’s support in facilitation of the CCC Stakeholder Survey and its provision of an outside consultant 
to drive survey enhancement. 
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Appendix A: Additional Survey Items 
 
In addition to the survey items traditionally asked by the CCC, this year’s ERO Effectiveness Survey also contained 
the following Compliance Monitoring and Enforcement questions that were not previously rated by respondents. 
The averages are based on the aggregate PCC population (N=250). 

1. The ERO holds industry accountable for violations that create serious risk to the BES. (4.08) 

2. Industry has effective procedures and programs to monitor, detect, correct, report, and prevent 
compliance, reliability, and security issues. (3.84) 

3. ERO Enterprise staff performing key activities are trained and competent in their areas of responsibility, 
such as risk assessment, audit, internal controls evaluation, and enforcement. (3.73) 

4. ERO compliance activities are risk informed. (3.64) 

5. The value of risk-based compliance and enforcement activities is well understood by registered entities. 
(3.64) 

6. The level of transparency for risk-based compliance and enforcement is appropriate, balancing efficiency 
and the confidentiality needs of a registered entity with the needs of industry as a whole to learn from 
others. (3.53) 

7. Registered entities have the information they need to prepare for engaging with the Regional Entities and 
NERC in risk-based compliance and enforcement activities. (3.52) 

8. The common tools, processes, and templates related to risk-based compliance and enforcement activities 
are consistent on matters where consistency is important. (3.44) 

9. ERO compliance activities are efficient and effective. (3.36) 
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